Using the BSidesDFW 9 Badge to View Network Traffic
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What is a TAP?

A network TAP is an external monitoring device
that mirrors the traffic that passes between
two network nodes. A TAP (test access point) is
a hardware device inserted at a specific point in
the network to monitor data.

A passive Ethernet TAP like the BSidesDFW
badge is limited to speeds of 100Mb since the
1Gb protocol would require active components
in the TAP. The BSidesDFW badge uses
capacitors to force the inline devices to auto-
negotiate a speed of 100Mb or below.
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Connecting Devices to the TAP

The BSidesDFW badge has two "Inline" RJ45
ports that should be connected between the two
network nodes that you wish to monitor.

You should not need to modify speed settings on
these "Inline" node connections as they will
auto-negotiate to 100Mb or less.

For the Demo we will be connecting two laptops
together using static IP's. In the real world you
would most likely place the TAP in-between a
single device and the switch port it connects to.
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Connecting Devices to the TAP

The BSidesDFW badge has two "TAP" RJ45 ports that B s
are hardwired to see traffic in one direction. To view o= &
traffic from both directions you must monitor both.

Since the "TAP" ports are only receiving traffic, auto-
negotiation will not work. The monitor interfaces
must have the port speed manually configured.

For the Demo we will be monitoring both "TAP"
ports connected to the same laptop. In the real
world you would most likely monitor one or the
other direction, moving the monitor port as needed.
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Wireshark Protocol Analyzer

Wireshark is a free open source network protocol

analyzer (formerly known as Ethereal) that

captures packets in real time and display them in
human-readable format. It is available for

download here:
https://www.wireshark.org/

Wireshark will display the packets seen on one or
more interfaces and “decode” this information
providing details about the protocols being used
and the state of the traffic in real time.
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Wireshark Basics

After downloading and installing
Wireshark, you can launch it and
double-click the name of a network
interface under Capture to start
capturing packets on that interface.

As soon as you click the interface’s
name, you’ll see the packets start to
appear in real time.
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Welcome to Wireshark

using this filter:

VirtualBox Host-Only Network A N
:wl'Fl < el A o
VMware Network Adapter ‘.Hni\v__,l JU\Y
Ethernet 2

VMware Network Adapter VMnet1 _ A |

Cobmvmas

File Edit View Go Capture Analyze Statistics Telephony Wireless Tools Help
oce RE ] ZEF = =EQQaE

lo. Time Source Destination Protocol Length Info
2031 36.951443 2607:f8b0:400e:c04:.. 2601:1c0:cfOO:8961:.. TLSv1.2 120 Applicati¢
2032 36.951504 2601:1c0:cf00:8961:.. 2607:f8b0:400e:c04:.. TCP 74 58841 - 4
2033 36.95177e 2601:1c0:cf00:8961:.. 2607:f8b0:400e:cO4:.. TLSv1.2 120 Applicatic
2034 37.017175 2607:f8b0:400e:c04:.. 2601:1c0:cfOO:8961:.. TCP 74 443 » 5884
2035 27 MART7A 601 - 170 ~F00 - RART + IRAT - ¥RhA - 400 « 0K « Tre 127 ITFD coom

Frame 2032: 74 bytes on wire (592 bits), 74 bytes captured (592 bits) on interface @

Ethernet II, Src: IntelCor_38:be:bd (7c:5c:f8:38:be:bd), Dst: AsustekC_35:e4:c8 (1c:87
Internet Protocol Version 6, Src: 2601:1c@:cf00:8961:e182:3669:c103:5336, Dst: 2607:f¢
Transmission Control Protocol, Src Port: 58841, Dst Port: 443, Seq: 3873, Ack: 72837,

1c 87 2c 35 e4 ¢c8 7c Sc f8 38 be bd 86 dd 60 04 copSee

31 8f 00 14 96 40 26 @1 01 c@ cf 90 89 61 el 82 1....08.
36 69 cl1 ©3 53 36 26 @7 8 b@ 40 9e Oc 04 00 00 6i..S68.
©0 00 OO0 00 90 68 €5 d9 01 bb 91 1f c7 c3 4 79 ..... h..
b8 21 50 10 01 04 50 42 00 00 PssaPB L
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Wireshark Basics

Wireshark color coding: You’ll probably see packets highlighted in a variety
of different colors.

Wireshark uses colors to help you identify the types of traffic at a glance. By
default, light purple is TCP traffic, light blue is UDP traffic, and black

identifies packets with errors

Tl
B
a. | Name Filter ol B
No. XS Info
1 HSRP State Change hsrp.state != 8 && hsrp.state != 16 Rou
2 B Spanning Tree Topology Change stp.type == 0x80 546
OSPF State Change ospf.msg != 1
CMP errors icmp.type eq 3 || icmp.type eq 4 43
q ARP arp cas
< | M Icmp icmp || icmpvb i
— TCP RST tcp.flags.reset eq 1 -
Ethert SCTP ABORT sctp.chunk_type eq ABORT :c8
Intadl TTL low or unexpected (!ip.dst == 224.0.0.0/4 && ip.ttl < 5 && !pim § Eﬁ]&lgl]]ﬂ‘il{!i
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Wireshark Basics

Packet filtering: If you want to inspect something specific, such as an
application or destination, you can apply a filter to only show this data.

The most basic way to apply a filter is by typing it into the filter box at the
top of the window and clicking Apply (or pressing Enter).

aq
:i_ Name Filter %
N | IPXonly ipx Length
TCP only tcp ' 9¢
b UDP only udp ‘ 9%
| | Non-DNS '(udp.port == 53 || tcp.port == 53) 115
Al | TCP or UDP port is 80 (HTTP) tcp.port == 80 || udp.port == 80 10¢
HTTP http 9
| |No ARP and no DNS not arp and !(udp.port == 33) ’ a-
Y | Non-HTTP and non-SMTP to/from 192.0.2.1 ip.addr == 192.0.2.1 and not tcp.poi I int
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Wireshark Basics

Follow a TCP Stream: Another interesting thing you can do is right-click a
packet and select Follow > TCP Stream.

You’ll see the full TCP conversation between the client and the server.

File Edit View Go Capture Analyze Statistics Telephony Wireless Tools Help

Al 2@ TRE Qe I =EQRAQAQE
N |tep.stream eq 35 xX[=1
No. Time Source Destination Protocol Length Info
1079 2.891359 192.168.29.250 131.253.61.66 TCP 54 60375 » 443
1080 2.891527 192.168.29.250 131.253.61.66 TLSv1.2 288 Client Hellc
1103 2.992980 131.253.61.66 192.168.29.250 TCP 1514 [TCP segment
| 1184 2 9929184 131 253 A1 AA 192 168 29 254 TP 1514 [TCP ceomeni

Frame 1078: 58 bytes on wire (464 bits), 58 bytes captured (464 bits) on interface ©
Ethernet II, Src: AsustekC_35:e4:c8 (1c:87:2c:35:e4:c8), Dst: IntelCor_38:be:bd (7c:5c:f ‘
Internet Protocol Version 4, Src: 131.253.61.66, Dst: 192.168.29.250
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Wireshark Basics
Inspect a Packet: If you click on [ESE—

File Edit View Go Capture Analyze Statistics Telephony Wireless Tools Help

a packet to selectityoucandig .« .= XEQes=FTL4==aQaQamn

L

down to view its details in the  ‘limsencss B s

Mo. Time Source Destination Protocol Length Info
d d | f h 1854 2.798483 192.168.29.2508 131.253.61.66 TCP 66 6@375 - 443
m I e po rt I O n O t e SC ree n * ‘ 1878 2.891263 131.253.61.66 192.168.29.258 TCP 58 443 - 68375

1879 2.891359 192.1638.29.250 131.253.61.66 TCP 54 68375 » 443 |

Cllcklng on any Of those detall 1088 2.891527 192.168.29.250 131.253.61.66 TLSv1.2 288 Client Hello

. . . v Frame 1054: 66 bytes on wire (528 bits), 66 bytes captured (528 bits) on interface @
Ilnes expa nds ItS Vlew and Interface id: @ (\Device\NPF_{D32D7FBA-A9ES-44EE-B8DC-DFD58F65ABA7})

Encapsulation type: Ethernet (1)

prOV|des any add|t|ona| deta” Arrival Time: Jun 9, 2017 12:40:84.140141000 Pacific Daylight Time

[Time shift for this packet: @.08@e000000 seconds]

avalla ble Epoch Time: 1497837204.149141008 seconds
° r

1c 87 2c 35 e4 ¢c8 7c 5c f8 38 be bd @8 @0 45 @@ ..,5..|"\.3....E.
@0 34 @b 5d 40 0@ 80 06 4f 85 c@ a8 1d fa 83 fd  .4.]@... O.......

The bottom por‘“on Of the 3d 42 eb d7 @1 bb 22 52 7b 69 2@ @2 00 80 3@ 02 =B....':R TP

fa f@ 48 ef 20 @@ ©2 84 @5 b4 91 83 83 88 e1 el —mlem e smm e

screen shows the raw packet e
data belng dECOded. (O 7  Encapsulation type (frame.encap_type) Packets: 8136 - Displayed: 21 (0.3%) || R
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Demo Configuration

The "Inline" nodes are two laptops
configured with static IP's using normal
Ethernet auto-negotiation. The first is
set up as a web server and the second
as a client.

The "TAP" ports are connected to a
monitor laptop that has been
configured with no IP address
information and manually assigned
port speed with auto-negotiation

E_Eﬂlil]llmli!i
E_E RCKCING .
TAP All The Things 11/3/2018 HELM&G]:




Demo Configuration - Web Server

The web server is an Ubuntu laptop
running Apache/PHP to serve a simple
web page that displays a random image.

The web page has been configured to
prevent caching which might otherwise
cause the client to serve local content
instead of pulling from the server.

A bash script will display the web server
logs during the demao.
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Demo Configuration - Web Client

The web client is an Ubuntu laptop
running a Firefox web browser.

A Python script will be running to . |
automate the web page calls to the
server and display them in the |

Firefox browser during the demo.

echo "Close Firefox after

Since a simple kill would cause
Firefox to enter safe mode | used
xdotool to close it cleanly.

ev/null

o SR Y.Y
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Demo Configuration - TAP Monitor

The TAP Monitor is an Ubuntu laptop

running Wireshark to view the network
traffic.

Wireshark will be running on both "TAP"
monitor interfaces thus seeing both
directions of the connection.

The application ethtool will be used to

ool -s enp@s25 autoneg off
ool -s enp@s25 speed 100 duplex full

disable auto-negotiation and set the o el s ez s oft
port speed on the monitor interfaces. oo St ememecieeas
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Demo

The Demo will be set up in the
Hardware Hacking Village area.

We encourage everyone to check .‘i
out this demo. Since the laptops

must be kept unlocked, we ask

that this be done with eyes only

and not hands.

\| “"l !

The demo should look something
like the picture to the right.
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